HoBble BO3MOXXHOCTU
6be3onacHoCTy,
OKOHUYaHMe NoaAepP>KKU
Windows 7

N Apyrve npuUmHbl NEPENTH
Ha COBPEMEHHbIE YCTPOMUCTBA
¢ Windows 10




BHuMaHue!

Bca nprBeaeHHaa MHPoOpMaLmMa HOCUT O3HAKOMUTENbHbIN XapakTep
N He aBaseTca obepTon.

CBeﬂ,eHI/IFI, N3NTO>XKEHHDbIE B MNMPE3€HTaUNN MOTYT OblTb M3MEHEHbI
be3 AONONHNTE/IBHOIO yBEAOMJIEHNA.

B nrobom cnyuae onnpamtechb Ha opuLMaibHble CanTbl U AOKYMEHThI.

NHdopmauma npeaHasHavyeHa NCKAOUYNTENBHO
ANA BHYTPEHHEro NCNOAb30BaHMA NapTHepamm Microsoft.




CoBpeMeHHble yCTpoucTBa
c Windows 10 Pro
3HauUnTesIbHO bosee
3aLlULLEHDbI



Bo3moyxHocTu 6e3onacHoct Windows 7

LleHTp o6HOBNEHMSA
Windows

Kpuntorpagpuueckni Windows Firewall BitLocker - wundpposaHue
npoueccop TPM >KeCTKOro Aucka
®unbTp SmartScreen

3awmTa 3awmTa ot 3awmTa YYETHbIX 3awmTa paccneaoBaHue
nnatpopmbl yrpos u atak AAHHbIX nHpopmauumn NPOHUKHOBEHMUM

O6Hapy>xeHune u

40 NPOHUKHOBEHWA > MOCJ/IE MPOHNKHOBEHWA




Windows 10: 6e30nacHOCTb Ha COBpPEMEHHbIX YCTPOUCTBAX

Sandbox 7

Be3zonacHocTb
Ha OCHOBe
BUpPTyanmnsaumu

Exploit Guard
Device Guard

System Guard:
be3onacHas 3arpy3ka .
Windows u UEFI

Application Guard

Credential Guard @ J Controlled Folder Access

Bpay3sep Microsoft Edge

LleHTp o6HOBNEHMSA
Windows

KpunTtorpadunuecknii
npoueccop TPM

3awmTa
nnatdopmbl

AHTnBUpyc Windows
Defender

Windows Firewall

®unbTp SmartScreen

3awmTa ot
yrpos u atak

YcTponcTtBa-KOMMNaHbOHbI
Windows Hello

AyteHTndUKaumna
Windows Hello 3

3almTa yYETHbIX
AaHHbIX

40 NPOHUKHOBEHWA

Windows Information
Protection

BitLocker - wundppoBaHue
YKECTKOro Ancka

3awuTa
nHdopmaumm

LieHTp 6e30nacHOCTH
Windows

Windows Defender
Advanced Threat
Protection

O6Hapy>xeHue 1
paccneaoBaHue
NPOHUKHOBEHMUM

MOCJ/IE MPOHNKHOBEHWA




CoBpeMeHHble YCTPOUCTBA — B OCHOBE
6e3onacHou NT-nHdpacTpykTypbl

Bo3moxxkHocTn 6e3onacHoct Windows 10 Hanpamyro onmparoTca Ha annapaTHble BO3MOXHOCTU
COBPEMEHHbIX YCTPOWNCTB:

UEFI 2.3.1 uau BbiLle Secure Boot. besonacHas 3arpyska OC, 3awuta OT BpeAOHOCHbIX MPOrpamMm
(PyTKMTbI, BYTKMTBI) Ha paHHWX 3Tanax 3arpy3ku. [logpobHee.

TPM 2.0 nan Bbliwwe BitLocker. LLInppoBaHMe faHHbIX Ha AWCKe YCTPOWCTBA AR UX 3aLLMTbI B Clyyae
yTepu nan Kpaxu. [loapobHee.

briomeTpuyeckmne aaturku: MHorodakTopHas, B ToM uncine buometpuyeckasn aytreHTnoukauyma B Windows 10,

CKaHEep oTnevartka fajblia, B NOA4EPXXMBAEMbIX MPUAOXKEHMAX U cCanTax. [TogpobHee
cneumanbHas Kamepa,

paboTaroLas B Credential Guard. 3awuTa yyeTHbIX AaHHbIX N CUCTEM MPOBEPKM MOAJIMHHOCTM Ha
MHPPaKpPacHOM Amana3oHe OCHOBe BUpTyanm3saumun. [loapobHee

Device Guard. 3awmta HOBOro ypoBHA OT BPEAOHOCHbIX MPOrpaMm 1 yrpo3
«HYNeBoro AHsA». [logpobHee.

MNoaaepkka annapaTHOW
BUPTYanm3aumu

NPOL,EeCcCopoM Windows Defender Application Guard. 3awmTa ot atak yepe3 Be6-canTbl NyTem
(Intel VT-x, AMD-V) n3onaumnm Microsoft Edge B otaenbHOM BUPTYanbHOM KOHTeMHepe. [loapobHee.

NEW! Windows Sandbox — nerkoBecHbI BUPTyaibHbIA KOHTEWHEP, MO3BOAAOLL MM
>8 GB RAM M30IMPOBaTb OCHOBHYHO CUCTEMY OT HeZOBEPEHHbIX MPUOXKEHWI. [ToapobHee.



https://techcommunity.microsoft.com/t5/Windows-Kernel-Internals/Windows-Sandbox/ba-p/301849
https://msdn.microsoft.com/en-us/windows/hardware/drivers/bringup/secure-boot-and-device-encryption-overview
https://docs.microsoft.com/ru-ru/windows/security/information-protection/bitlocker/bitlocker-frequently-asked-questions
https://support.microsoft.com/ru-ru/help/17215
https://technet.microsoft.com/ru-ru/library/mt483740(v=vs.85).aspx
https://technet.microsoft.com/ru-ru/library/dn986865(v=vs.85).aspx
https://docs.microsoft.com/ru-ru/windows/security/threat-protection/windows-defender-application-guard/wd-app-guard-overview

CoBpemeHHasa NT-6e3onacHOCTb

PekoMeHA0BaHHbIM HABOpP HacTpoek 5 YPOBHEWN:
ana obecrneyeHmnsa 6e30nacHOCTUN — -
Security Configuration Framework no 5 .‘
YPOBHAM 1 4 HanpaBAEHUAM: I c 3
O6opyaoBaHue, [NOANTUKN, DNEMEHTDI
ynpasseHwusa, [loBegeHne.

TpeboBaHMA K COBpEMEHHOMY
0b60pYya0BaHNIO €CTb Ha KaXXA0M

Enterprise Basic Security ENCENEIERO RVl Enterprise High Security

Productivity Devices Privileged Access Workstations

YpPOBHE.
Hardware Policies Controls Behaviors
Microsoft recommends acquiring Microsoft recommends enforcing the Microsoft recommends enabling the Microsoft recommends changing
hardware that supports the specified configuration of the specified policies  security controls specified in the organizational behavior towards the
hardware features, in order to support  in the manner described, to harden manner described, to provide endpoints in the manner described.
Windows security features Windows to the designated level of protections appropriate to the

security designated level of security.

NcTouHuk: https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-security-
configuration-framework/windows-security-configuration-framework



https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-security-configuration-framework/windows-security-configuration-framework

CoBpemeHHasa NT-6e3onacHOCTb

TpeboBaHMA K annapaTHOMY obecrne4veHunto 1 gpanBepam 1A TPeX OCHOBHbIX
ypOBHEN Kopn. 6e30nacHOCTK:

Level 1 Enterprise Basic Security Level 2 Enterprise Enhanced Security Level 3 Enterprise High Security

Trusted Platform Module (TPM) 2.0 All Level 1 features +
Bitlocker Drive Encryption

* UEFI Secure Boot Virtualization and HVCI Enabled All Level 2 and Level 1features +
* Drivers and Firmware Distributed * Drivers and Apps HVCI-Ready
through Windows Update *  Windows Hello * System Guard
* DMA |I/O Protection * Modern Standby

NcTounmk: https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-security-
configuration-framework/windows-security-configuration-framework



https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-security-configuration-framework/windows-security-configuration-framework

boabLlue 3alnTbl HA KaXXAO0M 3Tane
¢ Windows 10 Pro

ws  3alUMTa AaHHbIX Ha AUCKe
w  BitLocker

@« 3aWwTa OT yTeueK —

Windows Information Protection

3aLumTa OT OnacHbIX CAaUTOB
¢ Windows Defender Application Guard

:# 3aLLuTa OT HEAOBEPEHHbIX MPUIOXKEHWI
MHE  Windows Sandbox Hogoe!




CTapble KOMMNbIOTEPDI

N OKOHUYaHMeE NoAAEPIKKM
Windows 7



OKOH4aHMe noaaep>XKu
Windows 7 n Windows
Server 2008/2008 R2

14 auBapsa 2020 .

Mocne 14 anBapa 2020 roga Windows 7 npogoiknt paboTty, HO NoAb30BaTeNM NepecTaHyT NoayyaTtb
noaaep>xky n obHoBaeHns —BkJKO4aa obHoBaeHWA 6e3onacHocTn. Komnbtotepbl ¢ Windows 7 nocne

14 anBapsa 2020 6e3 nonyyeHnsa oOHOBAEHUW He ByayT AOCTaTOYHO 3aLMLLEHDI.

NoppobHee 0 Xn3HeHHOM uumkae npoaykToB Microsoft: aka.ms/lifecycle
NoapobHee 06 OKOHUaHMK NoaaepP>KKKn: microsoft.com/ru-ru/windowsforbusiness/end-of-windows-7-

support



aka.ms/lifecycle
https://www.microsoft.com/ru-ru/windowsforbusiness/end-of-windows-7-support

Microsoft End of Support FAQ

3arpysuTte BOMNPOChl U OTBETHI MO
OKOHYaHWIO NMOAAEPXKM (Ha aHrA.)

https://go.microsoft.com/fwlink/p/?linki
d=2086115



https://go.microsoft.com/fwlink/p/?linkid=2086115

[lepexoanTe Ha aKTya/IbHYHO BEPCUIO
Office!

Wido-0 oxymertl. - Microsoft Word [EAE
m fnaswas  Bcraska  Pasmerka cpamuusl  Cconkw  Pacceiku  Peuewswposamme  Bua I 2]
Times NewRc~ |14 | A" A7 | Aa~ q - % 80 Haitru ~
' A Aab0B: Aab0B: Aab6B Aab0B 4ab0Bé Aab6B AabBOB 4ab6Be e
) e
BcrasuTe X X Y -abe x, X' %A ~ | |7 06biunbii | T Bes unTe... 3aronoso.. 3aronoBo.. 3aronoso.. 3aronoso.. HassaWue Moasaron.. || M3MeHuTs
5 J opmar no o6pasuy 7 aum~ | & Bugeants v
Bydep o6meHa g WpudT Crunn % | PegaxTuposanue E
L 20 1+ 1+ 1+2:1+3-1:4"1:65+1+6+1+7 18+ 1+9: 110 1 +11+ 1 +12+ 1 +13- 1 *14+ 1 15+ 1 16+ A 47+ | I
-
|~ 3
-
@
o
&l v
g 2

Nopaep>xka Office 2010 3akoHumnTca 13.10.2020




boicTpoe n 6e3onacHoe
Hayano paboTobl
Ha COBPEMEHHOM YCTPOUCTBE

c Windows 10



boicTtpoe n 6e3onacHoe Hauyano paboThbl

3arpy3ka bbictpee ¢ SSD / Intel Optane

Bxog, bbicTpee n 6e3onacHee
G ¢ Windows Hello O6HoBneHo!




[Mpumep: Windows Hello

Ba p NaHTbl NCMNOJIb3OBAHWA. MHorodakTopHas, B TOM uncie buometpuyeckas ayteHTudukauma 8 Windows 10,

B NOAJEPXKMBaEMbIX MPUIOXKEHUAX U cauTax. [logpobHee

- Bxoag B Windows 10
- Bxoga B npunaoxeHwus
- Bxopa Ha canTbl

 New! [NoakntoueHwne
K yaaneHHomy pab. ctony (RDP)

dakTopbl (CNOCobbI)
ayTeHTndUKaLmu:

« [lnH-koA

- brnowmetpusa: ckaHep oTneuyatka
- bnomeTpua: cneymansHaa MHPpPakKkpacHasa Kamepa
«  YcTponcTBa-KOMMNaHbOHb



https://support.microsoft.com/ru-ru/help/17215

[lopaep>kmBaemasn
n aktyanbHaa OC
Ha COBPEMEHHOM YCTPOUCTBE

c Windows 10



Bepcnn Windows 10

1507 1511 1607 1703 1709
Bbixoz, Hoabpbckoe Anniversary Creators Fall Creators
Windows 10 obHOBNEHME Update (RS1) Update (RS2) Update (RS3)

Nronb 2015 Hoabpb 2015 Asryct 2016 Anpenb 2017 OkTa6pb 2017
Anpenb 2018 OkTa6pb 2018 BecHa 2019 OceHb 2019

Windows 10 nonyuaet
bYHKLNOHaNbHbIE
obHOB/EHMA ABa pa3a B roA;
BECHOMW N OCEHbHO.

Kaxgaa HoBas Bepcua

noaaep>KMBaeTcs 1_803 1809 1903 1909
B TeuyeHune 18 mecaues (Man April 2018 October 2018 May 2019
6onee AnA BbIMyCKOB Update (RS4) Update (RS5) Update (19H1)  Update (19H2)

KopnopatnsHasa van [na
obpa3zoBaTenbHbIX
yupexaeHun).



Windows 10 ctraHOBUTCA ayudlue
C KaXKAbIM PYHKLMNOHANbHbIM
obHOBNEHNEM

= Windows Defender Exploit Guard, System Guard, Application Guard,

Mobile Device Management

AAD Join

Windows Store for Business

Windows Update for Business

Mail, Calendar, Photos, Maps, Groove, Skype

Windows Defender Antivirus = Windows as a service
Windows Hello = In-place upgrades
Microsoft Edge = Continuum

Device Guard = Cortana

Credential Guard = Windows 10 core
BitLocker

SmartScreen

Windows Information Protection
Windows Hello for Business

Windows Analytics Upgrade Readiness
App-V, UE-V

Hybrid Azure Active Directory Join
Windows Ink

Mobile Device Management = Device Guard
AAD Join = Credential Guard
Windows Store for Business = BitLocker

Wind late for Business = SmartScreen

Mail, Ca r, Photos, Maps, Groove, =  Windows as a service
Skype = In-place upgrades
Windows Defender Antivirus = Continuum
Windows Hello = Cortana

Microsoft Edge = Windows 10 core

1607

Windows Autopilot

Windows Defender ATP

Windows Defender Security Center
Express update delivery

Hyper-V

Windows 10 Subscription Activation
Windows Insider Program for Business
Paint 3D

Cortana at work

Night light, mini view

Windows Information Protection = Windows Hello
Hello for Business = Microsoft Edge

vs Analytics Upgrade Readiness = Device Guard
App-V, UE-V = Credential Guard
Hybrid Azure Active Directory Join = BitLocker

vs Ink = SmartScreen
Mobile Device Management =  Windows as a service
AAD Join = In-place upgrades
Win Store for Business = Continuum
Win Update for Business = Cortana

Mail,
Wind:

lendar, Photos, Maps, Groove, Skype =  Windows 10 core
ows Defender Antivirus

1703

Application Control
Mobile Device Management

Windows Analytics Update Compliance

Windows Analytics Device Health

Co-management

Enterprise search in Windows
Continue on PC

OneDrive Files On-Demand
Narrator

Mixed Reality Viewer

Windows Autopilot

Windows Defender ATP

Windows Defender Security Center
Express update delivery

Hyper-V

Windows 10 Subscription Activation
Windows Insider Program for Business
Paint 3D

Cortana at work

Night light, mini view

Windows Information Protection

s Hello for Business

Windows Analytics Upgrade Readiness
App-V, UE-V

Hybrid Azure Active Directory Join
Windows Ink

Mobile Device Management

AAD Join

Windows Store for Business
Windows Update for Business
Mail, Calendar, Photos, Maps, Groove, Sky
Windows Defender Antivirus
Windows Hello

Microsoft Edge

Device Guard

Credential Guard

BitLocker

SmartScreen

Windows as a service
In-place upgrades
Continuum

Cortana

Windows 10 core

‘IIIIIIIIIIIlllniﬂgllllllllllllll"



Windows 10 ctraHOBUTCA ayudlue

C KaXKAbIM PYHKLMOHA/IbHbIM
OobHOB/IEHNEM

® = Windows Analytics — Spectre & Meltdown, Delivery Optimization,
Application Reliability Logon Health
= WDATP Automated Remediation

Windows Defender Exploit Guard, System Guard, Application Guard,

Application Control
Mobile Device Management

Windows Analytics Update Compliance

Windows Analytics Device Health
Co-management

Enterprise search in Windows
Continue on PC

OneDrive Files On-Demand
Narrator

Mixed Reality Viewer

Windows Autopilot

Windows Defender ATP

Windows Defender Security Center
Express update delivery

Hyper-V

Windows 10 Subscription Activation
Windows Insider Program for Business
Paint 3D

Cortana at work

Night light, mini view

Windows Information Protection
Windows Hello for Business

Windows Analytics Upgrade Readiness
App-V, UE-V

Hybrid Azure Active Directory Join
Windows Ink

Mobile Device Management

AAD Join

Windows Store for Business
Windows Update for Business
Mail, Calendar, Photos, Maps, Groove, Skype
Windows Defender Antivirus
Windows Hello

Microsoft Edge

Device Guard

Credential Guard

BitLocker

SmartScreen

Windows as a service
In-place upgrades
Continuum

Cortana

Windows 10 core

1709

Conditional Access based on WDATP device risk

Threat Analytics

Emergency Outbreak Updates
Advanced hunting

Cloud Credential Guard
Diagnostic data viewer

Windows Autopilot enrollment status page

Windows 10 Enterprise in S mode

Shared Windows Devices
Nearby Sharing
Dictation

Timeline

Windows Defender Exploit Guard, System
Guard, Application Guard, Application
Control

Mobile Device Management

Windows Analytics Update Compliance
Windows Analytics Device Health
Co-management

Enterprise search in Windows
Continue on PC

OneDrive Files On-Demand

Narrator

Mixed Reality Viewer

Windows Autopilot

Windows Defender ATP

Windows Defender Security Center
Express update delivery

Hyper-V

Windows 10 Subscription Activation
Windows Insider Program for Business
Paint 3D

Cortana at work

Night light, mini view

Windows Information Protection

Windows Hello for Business
Windows Analytics Upgrade Readiness
App-V, UE-V

Hybrid Azure Active Directory Join
Windows Ink

Mobile Device Management

AAD Join

Windows Store for Business
Windows Update for Business
Mail, Calendar, Photos, Maps, Groove, Skype
Windows Defender Antivirus
Windows Hello

Microsoft Edge

Device Guard

Credential Guard

BitLocker

SmartScreen

Windows as a service

In-place upgrades

Continuum

Cortana

Windows 10 core

Microsoft Defender ATP new attack surface area reduction controls
Investigation and remediation across Office 365 ATP and Microsoft

Defender ATP

Web Authentication in Microsoft Edge

Windows Hello with FIDO 2.0

30 months of support for September releases
Windows Autopilot Self-deploying mode
Windows Autopilot Hybrid Azure AD join

S Mode Block Switch
Microsoft Edge kiosk mode

Desktop Analytics (Preview) — Intelligent Pilot Selection and ConfigMgr

Integration
ReadyforMicrosoft365.com

Microsoft Edge experience improvements

Accessibility enhancements
Access the clipboard across devices
Your Phone

Windows Analytics - Spectre & Meltdown, =
Delivery Optimization, Application Reliability =

Logon Health .
WDATP Automated Remediation .
Conditional Access based on WDATP device =
risk .
Threat Analytics .
Emergency Outbreak Updates =
Advanced hunting .
Cloud Credential Guard .
Diagnostic data viewer .

Windows Autopilot enrollment status page =
Windows 10 Enterprise in S mode .

Shared Windows Devices .
Nearby Sharing .
Dictation =
Timeline .
Windows Defender Exploit Guard, System =
Guard, Application Guard, Application .
Control .
Mobile Device Management .
Windows Analytics Update Compliance .
Windows Analytics Device Health .
Co-management =
Enterprise search in Windows .
Continue on PC =
OneDrive Files On-Demand .
Narrator =
Mixed Reality Viewer .
Windows Autopilot .
Windows Defender ATP .

18

Windows Defender Security Center
Express update delivery

Hyper-V

Windows 10 Subscription Activation
Windows Insider Program for Business
Paint 3D

Cortana at work

Night light, mini view

Windows Information Protection
Windows Hello for Business
Windows Analytics Upgrade Readiness
App-V, UE-V

Hybrid Azure Active Directory Join
Windows Ink

Mobile Device Management

AAD Join

Windows Store for Business
Windows Update for Business

Mail, Calendar, Photos, Maps, Groove, Skype
Windows Defender Antivirus
Windows Hello

Microsoft Edge

Device Guard

Credential Guard

BitLocker

SmartScreen

Windows as a service

In-place upgrades

Continuum

Cortana

Windows 10 core

Windows Virtual Desktop (Preview)

Microsoft Defender Advanced Threat Protection enhancements
Attack Surface Reduction enhancements

Next Generation Protection enhancements
Tamper Proofing Capabilities

Windows Sandbox

Application Guard enhancements

Sign-on with Password-less Microsoft accounts
New Kaimojis and Emojis

Accessibility Improvements

Windows Shell enhancements

Windows Timeline

Device Management Policies

Intune Security Baselines

Enhanced Enrollment Status Page

Windows AutoPilot White Glove

Setup Diag

Automatic Restart Sign On (ARSO)

Reserved Disk Space

Improved Delivery Optimization (DO)

Windows Analytics - Spectre & = Windows Ink

Meltdown, Delivery Optimization, = Mobile Device Management
Application Reliability Logon Health = AAD Join

WDATP Automated Remediation = Windows Store for Business
Conditional Access based on WDATP = Windows Update for Business
device risk = Mail, Calendar, Photos, Maps, Groove,
Threat Analytics Skype

Emergency Outbreak Updates = Windows Defender Antivirus
Advanced hunting = Windows Hello

Cloud Credential Guard = Microsoft Edge

Diagnostic data viewer = Device Guard

Windows Autopilot enrollment status = Credential Guard

page = BitLocker

Windows 10 Enterprise in S mode = SmartScreen

Shared Windows Devices = Windows as a service

Nearby Sharing = In-place upgrades

Dictation = Continuum

Timeline = Cortana

Windows Defender Exploit Guard = Windows 10 core

System Guard, Application Guard, = Windows Defender ATP new attack
Application Control surface area reduction controls
Mobile Device Management = Investigation and remediation across
Windows Analytics Update Compliance Office 365 ATP and Windows Defender
Windows Analytics Device Health ATP

Co-management = Web Authentication in Microsoft Edge
Enterprise search in Windows = Windows Hello with FIDO 2.0
Continue on PC = 30 months of support for September
OneDrive Files On-Demand releases

Narrator = Windows Autopilot Self-deploying
Mixed Reality Viewer mode

Windows Autopilot = Windows Autopilot Hybrid Azure AD
Microsoft Defender ATP join

Windows Defender Security Center = S Mode Block Switch

Express update delivery = Microsoft Edge kiosk mode

Hyper-V = Desktop Analytics (Preview) — Intelligent
Windows 10 Subscription Activation Pilot Selection and ConfigMgr
Windows Insider Program for Business Integration

Paint 3D = ReadyforMicrosoft365.com

Cortana at work = Microsoft Edge experience

Night light, mini view improvements

Windows Information Protection = Accessibility enhancements
Windows Hello for Business = Access the clipboard across devices
Windows Analytics Upgrade Readiness =  Your Phone

App-V, UE-V

Hybrid Azure Active Directory Join



HoBoe B 1903: Windows Sandbox

[MTpocTas B NCNOAb30BaHNM BO3MOXHOCTb 3aLLNTbl, MO3BOAAIOLLLAA 3aMyCKaTb
NPUAOXEHUA B Cpeae, M30JMPOBAHHOW OT OCHOBHOW cucTeMbl. Co3aaeT
BUPTYaNbHbIN KOHTENHEpP € «4ncton» Windows 10 6e3 pannos, NpuaoxXeHUH,
napoJsien U APYrux gaHHbIX Moab3oBaTtens. [locne 3akpbITUA KOHTEMHEPA ero
COAEPXKMUMOE yaanaeTcs.

OB6HOBAEHO: BO3MOXHOCTb UCMOJ/Ib30BaHUA
KOHPUrypaumMoHHbIX $anios.

[logpobHee B b0re:



https://techcommunity.microsoft.com/t5/Windows-Kernel-Internals/Windows-Sandbox-Config-Files/ba-p/354902

bonblue BO3MOXXHOCTEN
ANA TNYHOMU NPOAYKTUBHOCTW



BO3MOXXHOCTM ANnA NPOAYKTUBHOM
PaboThI

@ MobwnbHble ycTpoucTea (BkaroYas 2-B-1)
Ana pabotbl B oduce 1 B Aopore —
A0 Luenoro pabouero aHsA 6e3 po3eTku

CeHCOpHbIN 3KpaH 1 LdpoBoOe Nepo —
=" = ecTecTBeHHble Crocobbl B3avMOeNCTBme

b BpemeHHas Lwkana, 0ObHoBNEHHbIV Bydep
2 O0bOMeHa, ynobHbin goctyn k OneDrive
g 1 MHOTOe ApYroe Ans MoBbILLEHNS INUYHOM
NPOAYKTMBHOCT




Elwe 60sble BO3MOXKHOCTEN
nana 6e3onacHoOCTH,
yrnpaBasemMocCTu

M NPOAYKTUBHOCTW

c Microsoft 365



CoBpemMeHHOe pabouee mecTo

Hanayywnm onbIT 418 COTPYAHMKOB
n T cneupanncros

Windows 10

_|_

@ HOBbIU_IeHI/Ie I'IpOAyKTI/IBHOCTI/I 3
Microsoft 365

N

Hanboabliaga 6e30nacHOCTb

@ CHUXeHMe CTOUMOCTU BAaJeHms -
CoBpeMeHHOe YCTPOWUCTBO




Microsoft 365 busHec

Bonee 3dpdekTnBHaA YnydweHHas PasButre busHeca

MpuBnekanTe 6onblue KAVEHTOB U NOBbIWaNTe 3PHEKTVBHOCTL

paborta coBMecTHas pabora Siec-onepaiui

[MbkMe NHCTPYMEeHTbI NO3BOAAIOT BalUM COTPYAHVKAM COBMeCTHO paboTaTb,

MoBbicbTe 3PPeKTUBHOCTb C MOMOLLbIO UHTENEKTyaNbHbIX
06WwaTbca 1 06MEHNBATLCA KOHTEHTOM, A€ Obl OHN HU HAaXOAUANCH.

WNHCTPYMEHTOB, BCTPOEHHBIX B Ball At06umbiin Office

Protect work files on mobile devices

[MpocToTa HacTpounku
BcTpoeHHble cpeacTBa 6e30MacHOCT! MOMOratoT U aAM UH CTp " pO BaHUS

cobntogatb TpeboBaHNA K KOHPUAEHLMANBHOCTA
1 3aLUyMLLaTh Bally KOMMaHWIO OT BHELLHWX Yrpo3
N yTeyek AaHHbIX.

3awnTa AaHHbIX

Bnarogaps nNpocToTe HaCTPOMKM 1 ynpaBaeHUs
No/b30BaTENAMM, YCTPOMCTBAMU U JAHHBIMU Y BaC OCTaHeTCs
60/1bLLUE BPEMEHW, UTOBbI COCPEAOTOUNTLCA Ha BU3HECe.




JInueH3smoHHoe 10,
KOTOPOMY MOXXHO AOBEpPATb



[MpunobpeteHne OC Windows 10 Pro

Ecan Bbl byaeTe ncnons3osatb Windows

Ha NpMobpeTaeMoOM KOMMbOTEPE, NOTNYHbIM
N BbIFOAHbIM pelueHnem byaeT nokynka
npeaycraHoBneHHou (OEM) Windows
BMeCTe C 3TUM KOMIMbIOTEPOM.

Obpatnte BHMMaHMe, NporpamMmbl
KOPMopaTUBHOIO ANLEH3NPOBAHUSA

He npeanaratoT anuyeH3nn Windows,
npeAHa3HauYeHHbIX gna npruobpeTaemblx
«FONbIX» KOMMbHOTEPOB.

O6paliantecb TONbKO
K NpOBepeHHbIM NocTaBLMKam!

byabTe OCTOPOXKHbI, «OYEHb BbIFrOAHbIE LLeHbI»
Ha MO y COMHUTENbHbIX MOCTAaBLWUKOB MOTYT
roBOpUTb 06 OTCYTCTBUM NLLEH3NOHHOIO
MPONCXOXKAEHNA 3TUX MPOAYKTOB.




Cnacunb6o!



